Introduction :

| consider myself as a beginner in networking even-thought | am able to set up VPN
using ZyWall, Fritz Box, OS X.
| have written this guide because | thought, | would ask the help of OpenWRT
community. After many hours to understand how to set up :

— Multiple VLANs => LAN ;

— Multiple DHCP ;

— Reject or allow connections from some LANs to others ;
| am not sure every settings | have made are useful. Neither am | about the security
perspective (don't think my WiFi isn't secure). If you'd like to point out stuff | should
consider to help myself and others you're welcome to do so using

me.com email : lange.ludo+openwrt
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WiFi enabled :

oy, Generic 802.11bgn Wireless Controller (radio0)
= Channel: 11 (2,462 GHz) | Bitrate: ? Mbit/s

SS1D: OpenWrt | Mode: Master
0% BSSIDDOCHOCOCIO0 XX XX |Encryption: None

If it allows myself not to push like a dumb-head on the QSS button. Set my computer to
static IP 192.168.1.2 and telnet 192.168.1.1 to write “firstboot” it's worth configure it first.

LAN SERVERS :

Interfaces :

General Setup :
Common Configuration

General Setup

Status Uptime: Oh 1m 6s
e MAC-Address: 0000 X000 X0 XX
& RX: 0.00 B (0 Pkts.)
€th0.20 1. 0.00 B (0 Pkts.)
1Pv4: 10.0.1.1/24

Protocol [ Static address _'_j
IPv4 address |10.0.1.1
IPv4 netmask [255.255.255.0 =l

IPv4 gateway |

IPv4 broadcast |

Use custom DNS servers [ e

DHCP Server

No DHCP Server configured for this (3] Setup DHCP Server
interface
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Physical Settings :
“Common Configuration
Physical Settings
Bridge interfaces | D creates a bridge over specified interface(s)
Interface

sC'l

3 Ethernet Switch: "eth0"

3 VLAN Interface: "eth0.1" (lan)

3% VLAN Interface: "eth0.2" (wan)

2" VLAN Interface: "eth0.20" (LAN_SERVERS)
# _Wireless Network: Master "OpenWrt® (lan)
) . Custom Interface: |

DO@0OC

Firewall Settings :
7~ Common Configuration 5

Firewall Settings

Create / Assign firewall-zone
(. LAN_SERVERS: |I.AN_S!RV!R$: g l
) [lan: lan: 3= @
@, wan: ;‘P'__“
() unspecified -or- create: |
@ Choose the firewall zone you want to assign to this
interface. Select unspecified to remove the interface from the
associated zone or fill out the create field to define a new zone
and attach the interface to it.
[ ]
Switch :
VLANS on “rtiS366rb™ (RTLBIG6RE)
VLAN ID Port 0 Port 1 Port 2 Port 3 Port 4 U
a0 ek no ok 100Ctane? 100beseY "o nk L00anaT
L 18 Sabes 18 Saphes
[ [ott >lontagges  ~|[cn (ot >[ontagpes  ~lwpged ]  x]Delese
[2 [ureagges  =]|on 2l ~]|oM 2o =jlugzed =] u)Delere
[0 [ott 2lo® 2lomagged  x|[urcazged  f[o% Zllgged  |x]  x]Delese
" A
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Firewall :

General Settings :
We now create a/ update the new zone:

General Settings :

Zone "LAN_SERVERS"
This section defines common properties of “LAN_SERVERS®. The ingut and cutpud options set the defaul polcies for traffic enterng and laving this 200e
while the formerd Sption descrides the policy for forwarded trafic Betmeen Sifferest setworks within the rone. Coversd nefworks specifies which avalable

networks are memder of this zone.

General Sestings
Name [AN Servies
Ingt [sccepe =
Output [accepe =
Forware [reject =l
Masquerading ~
MSS damping
Covered networks ¥ LAN_SERVERS: 3

bn: @

won; T

creste: [

Inter-Zone Forwarding

The cptions delow control the forwarding polices between this 2one (LAN_SERVERS) and other zones. Destination 2ones cover forwarded traffic
originating from “LAN_SERVERS". Sowce zones match forwarded tra®ic from other zones targeted at “LAN_SERVERS™. The forwarding rule is
undirectiona’, e.9. 8 forward from lan to wen does nod imply 8 permission to forwerd from wan to an as wel,

ANlow forward to destination zones:
B a0 8
v
Alow forward from souwce 2ones;
Bt L0 ®

Advanced Settings :
We don't want another LAN DHCP to interfere with our new zone :

Zone "LAN_SERVERS™
This section defines common properties of “LAN_SERVERS®. The npet and cutpul options set the defaul policies for trafic enterng and leaving this 2o0e
while the formarnd 0ption describes the policy for farwarded traffic Detweoen afferent networks mithin the rone. Coverad networks specifies which avalabie

Aetworks are member of ths zone.

Advanced Settings
Restrict to address family | vt and V6 =
Restrict Masquerading Lo given Source subnets 10.0.1.0/24 b}
Restrict Masquerading 1o given destination subnets | ) ]
Force connection tracking
Enable logoing on this zone

Our firewall general configuration will look like :
General Settings :
: - LAN_SERVERS [reject =] [accept ~][reject =] o o

LAN_SERVERS: LAN SERVERS: 3 - 'Wam  [accept =|[accest <][rec =] o ®
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Traffic rules :

We'd like to forbid access to other subnets :
New Forward Rule :

Firewall - Traffic Rules - LAN_SERVERS-LAN

This page allows you to change advanced properties of the traffic rule entry, such as matched source and destination hosts,

Rude is enadied O Disable

Name [LAN SERVIRS-LAN

Restrict to address famiy [ 194 and 1nve =
Precocol | Tersune =]
Match [CMP type | 2y )
Source zone g

fan: an: @
wan: 3

Seurce MAC aacress |aey |
Scurce sddress |a=y =]
Source port |arry
Destination rone

Device (nout)

Any zone (forward)

" LAN_SERVERS: LAN_SERVERS: 3=

® lam an: @

wan: 3
Destination address | any =
Destination port Jarvy
Action [reject -
Extra arguments |

D Passes 000Nl arQuments to iptadies. Use with care!

NB : You still have access to whole bunch of router IP address...
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LAN QBDESIGN :

Interfaces :

General Setup :
Common Configuration

General Setwp
Status Uptime: Oh Om 0s
I MAC-Address: ADF3.CLCF 0CEA
en0 40 RX: 0.00 8 (0 Mas.)
TX: 17,65 B (44 Pas,)

Protocel [Seanic acdress =
w4 address [t92.1e8.178.2
w4 netmask [255.285.255.0 =
IPW gatewary |
4 broadcas: |
Use custom DNS servers | M1
DHCP Server
General Setuwp
ignoee interfece D Osatie OHOP for ths merface
Start (R

0 Lowest leased address as offpet fom the network address.
Ut 150

U Mawrrum sumber of eaed addrenses.
Lessetime [Len

U Bxpry tere of loased addresses, Minrrum s 2 Misutes (2a).

Physical Settings :
Common Configuration
PRyscal Settngs
Bricge interfaces D creates 2 Sridge over specfied intertacels)

Interfoce 2 Bthernat Switch: “eth0”
2% VLAN Imerface: "eth0.1" (lan)
=+ VLAN Imerface: "eth0.2" (san)

’
B VIAN Interfece: “eth0.20° (LAN _SERVIRS)
&) 3 VIAN Interface: “eth0 40" (LAN_QBOESIGN)
B _Wireless Network: Master "Ogen'Wrt” (an)
2 Custom Interface: |

Firewall Settings :
Commeon Configuration
Frowal Settings

e A el @
LAN_SERVERS: LAN SERVERS. 1
fam: Lan: 3

o

pectied <o el [

Ommvmnmmmmwe:unnm.a Select urspecifiod %o rerrove the
ntertace from the assocated 200e o Ml 0ut The creade Neld to define 3 New 200 NG atTach the
mtorface o L
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Switch:

VLANS on “rti8366rb" (RTLEIGGRS)

VLAN ID Port 0 Port 1 Port 2 Port 3 Port 4 o

Sltusel (- S -k -~ A o s 10000 Y

Al oo Al S A e
i3 CL | TR | L 1 =lom ) 2| =) Oukeoe
[z [oreagged  v|[ot =llot =llot llo# ) [esggee 2] x)Oekece
[x0 ] =]l 2)lontagged  v|[untagges  -|[oM =] [eagges =] ) Ockete
feo L] 1 =] onm 2o =lusagpee =] [ugped =] %) Dekene

Firewall :

General Settings :

Zone "LAN_QBDESIGN"
This section defines common properties of “LAN_QEDESIGN". mmmwmumwnmhmmummmmnm

formand cption descrites the policy for forwarded traffic atterert %3 Within te 1one. Covered 3 59 %s are
member of this 2one.
Neve AN _qeocsicy
Input [accemt =
Output [acces 2
Formard [rejecy =
Masguerading v
MES cameing
Covered networks & LAN_QEDESIGN: I
LAN_SERVERS: 3+

J e @

O wan: e

o omece: [
Inter-Zone Forwarding

The cptions below control the formarding policies Setween tis 1one (LAN_QODESIGN) and other 1ones. Destination sones cover formarded tra*ic originating from
“LAN_QBDESIGN™. Source sooes match formarded tra®c from ofher 2ones targeted at “LAN_QODESIGN™. The forwarding rule s uncinectionsy, «.9. & forwere
foom 1an 10 wan Goes NOL IMply & Permission 10 forward feom wan 10 an as wel,

Adow forwaed 10 estinahion 20nes:
LAN_SERVERS! LAN SERVERS

om0 @

o (S an: |
LAN_SERVERS: LAN SIRVERS
fomi o = @

Alow forward from Source 200es:

- wan: =
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Advanced Settings :
We forbid masquerading with our 10.0.x.x LAN by setting “Restrict Masquerading to
given destination subnets” to “110.0.1.0/24" and “110.0.0.0/24" :

Zone "LAN_QBDESIGN"

This section defines common properties of “LAN_QEBDESIGN". The inpet and output options set the defaul policies for tra®ic entening and leaving this 2one whils the
formard option descrides the polcy for forwarded traffic Detween Aferert networks within ®e rorm. Covered Aetworks speciies which avalable networks are
memder of this 20ne.

Adverced Settings

Restrict 10 address family [Pvaane oG ~

Restrict Masguerasding to gven source subnets (192 1681 78.0/24

Restrict Madguerading 1o gwven Sestination subsets }XO 0.1.0/24 x|
}10.0.0.0/24

Force CONNeCUoN Lratking

[nable loggng on this 2one

Traffic Rules :

We also as previously explained set up Traffic Rules to reject traffic from this zone to the
other LAN :

Arry TCPoUDP
LAN_QBDESIGN- y TCPoUDP

LAN SERVERS From any host in LAN QBOESIGN Refuse forward v
Yo any Aost in LAN SERVERS
Ay TCP+UDP
LAN_QBDESIGN-LAN From any host in LAN_ QBOESIGN Refuse forward ~

Yo any host in an

Addendum :

To have multiple LAN DHCP Servers with your OpenWRT you must also change the
MAC Address on the specified interface eg. from x0:xx:xx:xx:xx:xX t0 X T:XX:XX:XX:XX:XX
You may find a full-config for the network described in this document at http://
idisk.jumparound.be/public/OpenWrt.tar.gz login : root password : root (some
differences might exists between my guide and the configuration as | still need to test
some stuff).
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